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Introduction

The purpose of this document is to review each of the different levels of security for
a published chart, including the data within a published chart.

It does not cover external security configuration of the network file structures or
external resources such as servers.

OrgPublisher can set different levels of security for a published chart, depending on
the publishing format you use. Also, depending on the version of OrgPublisher, there
are several levels of security you can use with org chart data. These levels are:

e Basic chart encryption with password protection

e Authentication using either Microsoft Active Directory or Manual
Authentication using specified user IDs and passwords

e Reverse Proxy where the User ID is supplied in HTTP header
e Custom field level security based on group membership

e Style level security based on group membership

Note: For animated and/or cross browser publishing, see the OrgPublisher
Executive and Silverlight Server Configuration document.
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Securing a PluginX Chart

OrgPublisher contains a security feature for charts published in the PluginX format;
this feature encrypts the chart and sets a password. When end users access an
encrypted chart, they must enter the password before the chart opens.

There are two levels of encryption, 40 bit and 128 bit. OrgPublisher uses 40 bit
encryption by default. To determine which encryption pack is installed on your
machine, start Internet Explorer and select About Internet Explorer from the Help

menu.

1. Follow the dialogs in the Publishing Wizard, selecting the PluginX publishing

format.

2. When the wizard opens the Password dialog, select the Password protect this

chart check box.

Password Protection

You may password protect this chart. This will encrypt the data and the
password will be required to view it

Password protect this chart
Password Protection Options
Password

(®) 40 bit encryption
(1128 bit encryption

[] Allow "Remember my password' option in the PluginX

Figure 1.

Type the desired Password

_or_

IThe chart may be password
protected which wil also
encrypt the chart for security
reasons.

Cancel Help

If you want users to access the chart without typing the password each time they
open it, select the Allow ‘Remember my password’ option in the PluginX

check box.

Note: If you select 128 bit encryption, users who have not installed the
Microsoft High Encryption Pack on their machines cannot view the chart.

3. Complete the Publishing Wizard.

When OrgPublisher or Internet Explorer opens the encrypted chart, the Enter

Password dialog opens.
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If you selected the Remember my password option when you published the
chart, that check box appears in the dialog.

Enter Password 2

This chart is locked and requires a
password to view it.

Password:
[ ok | [ cancel

Figure 2.

Type the correct Password and click Unlock to open the chart.

_Or_
If you select Remember my password, you will not need to type the password
each time; the chart will open in the same way an unprotected chart does.
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EChart — Org Chart Authentication

OrgPublisher contains an EChart security feature that provides security at the chart,
custom field (for both Rich and Thin Clients) and style levels (for Rich Client only).
For information on field level security, see EChart — Field Level (Role-based)
Security Scenarios.

In order to secure ECharts, the OrgPublisher input file must contain a unique user ID
custom field record. Additionally, if the manual entry of a password will be required,
you must also keep the password information in a custom field record in the input
file.

OrgPublisher uses the Microsoft Active Directory® operating system authentication
to help secure a published chart. Authentication provides the knowledge of the
location of each person in the chart, and OrgPublisher users must be charted in order
to open a secured EChart.

The Publishing Wizard provides chart level security options; the Custom Field
Properties dialog provides the field level security options.

The List View, Profile View, Search View, and Search dialog all reflect the same
authentication level.

Commands, such as Go to top of chart, Display Whole Chart, and the drill-
up/drill-down buttons, all recognize the "top of chart" as the user's supervisor box
(exception: if the user’s box is the starting box and drill up has been turned off, the
user’s Supervisor’s box is not visible), and does not display chart information beyond
that point.

Note: EChart security works well only with an unbroken hierarchy. Orphans
within a secured chart may cause unexpected results.
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Securing ECharts at the Custom Field
Level

1. Verify that you have stored the appropriate custom field records in your input file.
To set field level security, from the Data menu, select Custom Field Properties
—or-

Click the = button in the toolbar.

Note: If you do not need field security, proceed to Step 7.
The Custom Field Properties dialog opens.

Note: Custom fields containing formulas are designated in the Custom Field
Properties dialog by "(f)" in the Sample column field.

Custom Field Properties =N
Field label Type CalcField | Population | Assigned To sample seq.| ~
%: High Performers Percantage High Perfermer All Position Types | 0.00 137
: Count: High Performers | Count [ High Performer All Position Types 0 (138 |
Email | Hotspot | All Position (1) Kayla Roo@pacifice | 198 |
Send Emai Text All Position T (f) Send Email 140
Levels Below Levels Below All Position T [1] 141
|| Level Number Level Number All Position Types | < 142
|| e 143 [Text [ Click 10 assign... [1& ]
Fieid 144 |Text | Chick 1o assign.. | 7 [144_|
Average Reports per Ma | Average Direct Reports Supervisors All Position T) 00 145
Total Planned Head Count| Count Total Planned Hea All Position T) 1] 146
|| Open Postions Count Open postion All Position Types | 0 147
Direct Reports. Direct Count Total Head Count All Position Types |0 148
Head Count Count Total Head Count All Position 0 148 =
-
naer Delete Format | | Hotspot Attachment Foimu | Secuily | | View securily summany | Search Foperties || Bulk Editor..

[#] Drag and Diep for All Position Types Count ort. | Hierarchy v | Close Aoy |

Figure 3.

3. Select a custom field (Salary) and click Security.

The Custom Field Security dialog opens.
Custom Field Security T (==

7 Allow this field to be searchable in the search view and the search dialog, Makang a
* field non-searchable does not hide the field in the chart and other views.
Options for secure ECharts

Fields can be secured based on the user's place in the hierarchy.
This field should be: viewable in:

@ Entire chart
User’s box and subordinates
User’s subordinates only

Fields can be secured based on a group that the user belongs to. This field
should be viewable only by users who are in this group:

|Everyone bt l

Fields can be secured so that they're only visible in the records of members
of a certain group:

v ¥ .
Note: Fields will be visible only when al of the above criteria are satisfied. For

example if a field s set to display for the user's subordnates and group ', the
| fiekd will ony be visble in subordinate boxes of users who are in group 'x'

oK | [ cancel

Figure 4.
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4. Select the search options for the chart:

If you want the chart users to be able to search for the custom field in the
published chart, select the Allow this field to be searchable check box.

_Or_
If you do not want the chart users to be able to search for the custom field in the
published chart, clear the Allow this field to be searchable check box.

5. Select the radio button that best fits the user audience you want to access the
field:

Entire chart — select this radio button if you want the field displayed throughout
the entire chart. This is the default option.

User's box and subordinates — select this radio button if you want the field
displayed only in the user's box and all boxes below it.

User's subordinates only — select this radio button if you want the field
displayed only in the boxes below the user's box.

6. From the drop-down box, select the group (if any) that you want to access the
secured field. The default option is Everyone. Fields display in the chart when
both the user audience and group criteria are satisfied.

7. Click OK.

The Custom Field Security dialog closes.

®

Click Apply, and then click Close to accept your security settings and close the
Custom Field Properties dialog.

9. Open the Publishing Wizard by selecting Publishing Wizard from the Tools
menu

_Or_
Click the Publishing Wizard & Publish 1 100 in the toolbar.

10. Select the Advance Mode publishing option, and then follow the prompts in the
wizard dialogs. When you reach the Security dialog, select a security level option.

If you select to secure your chart, users must appear in a box in the chart in
order to open the chart.
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Security Options
ECharts provide several advanced security options Securing your org chart protects

Select a chart security option sensitive information from being
(®) Unsecured - All users can view the entire chart read by unauthorized
. individuals.
i) Active Directory® authentication
e . Y'ou may contrel who can
() System user |D/bax linkage (not secure) access the org char, and what
~ Chart - User enters user ID and passward portion of the hierarchy each
*~ Can be used with portals for single signon user can view

Password field: Password ITo restrict access at the custom
s 2 - field level, visit the Custom Field
{_) Reverse proxy - User ID is supplied in HTTP header it Dialog via the manu tem

Varable USER_ID | Passed as a cockie Data/Custom Field Properties.

User ID field: User ID
Format of User ID field:  User 1D only

Starting bex in chart
® Top of chart Supervisor's box

User's box Bou |0 in this field: | %: High Performers

| Allow users to drill up from starting box

MNext > Cancel Help

Figure 5.

There are five security options:

11.

12.

13.

Unsecured — Grants access to all users.

Microsoft Active Directory® operating system authentication — Grants
access to only those users who have Windows NT access and who are actually
located in the chart.

System user ID/box linkage (nhot secure) — Grants access to any user ID on
the user machine. This is not a secure setting. The chart opens at the user's box.
Chart — Requires users to type an ID and password to open and view the chart.
Reverse Proxy — The user ID is supplied in an HTTP header. When a user
accesses the chart URL, a reverse proxy server intercepts the request and,
through an authentication program/method, supplies the appropriate user ID as a
variable in the HTTP header and sends it to the original destination. The EChart
uses this variable value provided in the header to perform a lookup in a specified
custom field containing the user IDs.

Note: An alternate option allows the variable to be passed as a cookie.

If you selected Chart, select the Password field containing the password
information. This must be stored in a custom field record in the input file.

Select the User 1D field that holds the unique user ID. This information must be
stored in a custom field record in the input file.

In the Starting box in chart section, select the box you want OrgPublisher to
display as top of chart.

Top of chart — Opens the chart at the original top of chart box, displaying all
levels in the chart.

Supervisor's box — Opens the chart at the user's supervisor's box, displaying
all levels from that point downward.

Employee's own box — Opens the chart at the user's box, displaying all levels
from that point down.



14.

15.
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Box ID in this field — Opens the chart at a top of chart box other than the
previous options. This unique ID must be stored in a custom field record in the

input file.

The Allow users to drill up from starting box check box allows users to
navigate to levels above their box in the chart. Clear the check box if you do not
want users to navigate above the starting box designated.

Complete the Publishing Wizard.

When the published chart opens, it reflects the security options you selected
here.
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Scenario Examples

Let’s examine some scenarios based on the chart security options covered so far.

Since Unsecured and System User ID/box linkage do not represent secure
options, and behave the same way upon entering the chart, we will concern

ourselves with the Microsoft Active Directory® authentication and Chart user 1D

and password.

All data in the following sample chart is fictitious and not intended to represent an
existing company.

Management

Management

Chief Executive Officer
Mathew Austin
useric: mavstin
paszword:  password

Support Staff

Executive Assistant -
HR
Sue Johnson
uzeric: sjohnzon
password:  password

v

Finance Information Sales
WP - Finance yslems Sales Manager
Luke Franklin IT Mansger sy Srmith
uzerid: lfranklin Mike Gibzon uzerid: msmith
password:  password uzerid: migibson password:  password
password: secret
Accourting Accourting Sales H Sales E
Operations Infarmation Systems H H
Accountsnt Accourtant ¥ v Sales Person H Sales Assistart :
Penny Willisms Pam Wilzon Operations Metweork Technician Sam Jones —17 H
uzerid: prvilliams uzerid: prvilzon hark Dallaz Jim Houston uzerid: sjones : uzerid: mgonzales !
pazzword.  password pazzword.  pazsword uzerid: mdallaz uzerid: jhouston pazzword:  pazsword | pazswvord  password :
pazzword.  password password.  pagsweord | o | TTTTTTooomoTmoomooe
Sales Sales
Sales Support Sales Person
Sally Hastings T hartha Wagner
userid: shastings uzerid: myvagner
password.  password pazsword.  password
Sales
Sales Assistart
Jane Hamitton —
uzerid: jhamittan
password:  password

Figure 6.

10
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Microsoft Active Directory® Authentication

The following dialog shows that we have selected Microsoft Active Directory®
authentication. To use this method of authentication, the user IDs must exist in a
custom field in the chart. The field we have chosen to contain the user ID is named
Userid. We have also selected the User 1D only format for the data in the custom
field, and have elected not to allow drilling up from the starting box. Users can drill
down (if there are multiple levels below the user). For the Starting box in chart
option, we have chosen the User’s box option.

Security Options
ECharts provide several advanced security options. Securing your org chart protects
Select a chart security option sensitive information frem being

() Unsecured - All users can view the entire chart read by unauthorized
_ individuals.

(@) Active Directory® authentication
"'ou may contrel whe can

() System user |D/box linkage (ot securs) access the org chart, and what

~ Chart - User enters user |0 and password portion of the hierarchy each
' Can be used with portals for single signon USEr can view.
Password field: Password To restrict access at the custom

field level, visit the Custom Field

(_J) Reverse proxy - User 1D is supplied in HTTP header Edit Dialog via the menu tem,

Varable USER_ID | Passed as a cookie Data/Custom Field Properties.
User |D field: User ID v
Format of User ID figld: | User 1D only v

Starting box in chart
() Top of chart

(@) User's box (O Box IDin this field: %: High Peformers

() Supervisor's box

] Mllow users to dril up from starting besx

< Back MNext > Cancel Help

Figure 7.

In this example, Mike Gibson is logged into his Windows Active Directory® Domain.
When he accesses the chart, he enters the chart at his user’s box, as shown in the

following chart example.
There are no drill-up buttons, because we have cleared the option that allows users

to drill-up. There are no drill-down buttons because Mike has only one level of
reports. If there were multiple report levels, Mike Gibson could drill down to see

them.

11
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Information Systems

Information
Systems
T hdanacger
Mike Gibzon
userid: mgiki=an
passyord: secret
Operations Information Systems
Cperations Metwork Technician
Mark Dallas Jim Howston
userid: mdsllas userid: jhouston
password:  passwoard password:  password
Figure 8.

up as seen in the following figure.

Mike still enters the chart at the same point, but this time there is a drill-up button,

Security Options

ECharts provide several advanced security options.

Select a chart security option
() Unsecured - All users can view the entire chart

(@) Active Directory® authertication
(") System user I1D/box linkage {not secure)

 Chart - User enters user |10 and password
"~ Can be used with portals for single signon

Password field: %: High Performers
() Reverse proxy - User 1D is supplied in HTTP header
Varisble USER_ID /| Passed as

User ID field: User 1D
Format of User ID field: | User 1D anly

Starting bax in chart
(O Top of chat () Supervisor's box
(®) User's box (O Box IDin this field: %: High Performers

[] Allow users to drill up from starting box

< Back

Figure 9.

MNext =

Securing your org chart protects

sensitive informatien frem being
read by unauthorized
individuals.

""ou may control whe can
access the org chart, and what
portion of the hierarchy each
USEr can view

(To restrict access at the custom
field level, visit the Custom Field
Edit Dialog via the menu item,
Data/Custom Field Properties.

Cancel Help

Scenario Examples

allowing him to navigate up the tree to view other parts of the chart, as shown in the

following figure.

12
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Information Systems

—‘rl
Information
Systems

IT Manzger
Mike Gibzon

userid: mgibson
password: zecret

Operations Information Sy=stems

Operstions Metwwork Technician

Mark Dallas Jim Houston
userid: mdallaz usetid: jhiouston
password,  password password:  passvword

Figure 10.

In both examples so far, Mike has entered the chart at his box. This next scenario
shows the user entering the chart starting at their supervisor’s box with drilling up

turned off.

In the following figure and the resulting chart, the user is Jane Hamilton from the
Sales department.

Security Options

ECharts provide several advanced security options.
Select a chart security option
() Unsecured - All users can view the entire chart

) Active Directory® authentication
() System user |D/box linkage {not secure)

 Chart - User enters user |D and password
" Can be used with portals for single signon

Password field: %: High Performers
(") Reverse proxy - User 1D is supplied in HTTP header
Variable USER_ID | Paszed as a cookie

User |D field: User ID ]
Format of User |10 field: | User ID only W

Starting box in chart
() Top of chart

() User's box

®) Supervisor's box
) Box |Din this field: %: High Peformers

[] Allow users to drill up from starting box

< Back Nex =

Figure 11.

Securing your org chart protects
sensitive information from being
read by unauthorized
individuals.

“"ou may contrel who can
access the org chart, and what
porticn of the hierarchy each
USEr can view.

To restrict access at the custom
field level, visit the Custom Field
Edit Dialeg via the menu item,
Data/Custom Field Properties.

Cancel Help

Jane’s box and her supervisor’s box are both shown in the following figure.

13
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Sales

Sales

Sales Manager

Mary Smith
uzeric: mamith
pazssword:  password
Sales 1 Sales
Sales Person 1 Sales Assistant
Sam Jones 17
uzeric: sjones Euserid: mogonzales |
pazssword:  password | paEsword,  password :
Sales Sales
Sales Support Sales Person
Sally Hastings T Martha YWagner
uzeric: shastings useric: mvagner
pazsword:  password password  password
Sales
Sales Assistant
Jane Hamitton —
uzeric: jhamitton
pazsword:  password

Figure 12.

The last option in the Starting box in chart section is called Box ID in this field.
It allows a custom field to identify the starting point in the chart after authentication
has taken place.

In this example, Matthew Austin has decided that he would like to have Luke Franklin
have the same view of the org chart that he does.

To do this, a custom field (called ProxyID in this example) containing the box IDs of
the starting box in the chart. For most people, this will be the same as their normal
box ID.

But in Luke’s case, instead of his normal box ID, he will have the box ID of Matthew
in the ProxyID custom field. This special value in Luke’s record would be done
programmatically in the data extract process. The publishing definition settings are
shown in the next figure.

14
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Security Options

ECharts provide several advanced security options.
Select a chart security option
(Z) Unsecured - All users can view the entire chart

) Active Directory® authentication

) System user |D/bax linkage {not secure)

— Chart - User enters user |D and password
' Can be used with portals for single signon

Password field: Proogy|D
() Reverse proxy - User D is supplied in HTTP header
Varable USER_ID /| Passed as a

User D field: User ID v

Format of User ID field: | User ID only ]

Starting box in chart

() Top of chart

(_) User's box

(") Supervisor's box

Allow users to drll up from starting box

Bax 1D in this field: | ProxylD W

Scenario Examples

Securing your org chart protects
sengitive information from being
read by unauthorized
individuals.

“rou may control who can
access the org chart, and what
porticn of the hierarchy each
USEr can view.

To restrict access at the custom
field level, visit the Custom Field
Edit Dialog via the menu item,
Data/Custom Field Properties.

< Back Next > Cancel Help

Figure 13.

The result shows the chart after Luke Franklin has logged in. Also shown are the
ProxyID custom field values. Since Luke’s ProxylID is set to a value of 1, after Luke
authenticates to the chart he is able to view the chart from Matthew’s point of view.

Management

Management

Chief Executive Officer

hathew Austin
UzeriD: mauztin
Password:  password
ProsoylC: 1
Support Staff
Executive SAssistant -
HE
W Sue Johnzon
UserlD: sjohnson
Pas=word:  password
ProxylD: 9
v
[ 1
Finance Information Sales
WP - Finance Systems Sales Manager
Luke Franklin IT Manacer Maty Smith
Userl: lfranklin ke Gibzon UserlD: msmith
Paszwoard:  password UszerlCx: mikeg Pazzword:,  password
ProceylD: 1 Passwoard: zecret ProsylC: 3
| PraoseylC: 3 |

v |

b4

‘ v

Figure 14.

15
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Chart Authentication

The next figure shows that we have selected Chart user ID and password. To use
this method of authentication, the user IDs and passwords must exist in separate
custom fields in the chart. The field we have chosen to contain the user ID is userid

and the password field is password.

The Starting box in chart option behaves the same way for Chart and System
user ID/box linkage as it does for Microsoft Active Directory® authentication.

Security Options

ECharts provide several advanced security options. Securing your org chart protects
Select a chart security option sensitive information from being

) Unsecured - All users can view the entire chart read by unauthorized
individuals.

Active Directory® authentication

~ " . “"ou may control who can

) System user 1D/box linkage (not secure) access the org chart, and what
pertion of the hierarchy each

&y Chart - User enters user 1D and password
USET Can view.

= Can be used with portals for single signon

Password field: | Password W To restrict access at the custom
() Reverse proxy - User 1D is supplied in HTTP header Tield level, visit the Custom Field
— Edit Dialog via the menu item,
Varable USER_ID | Passed as a cookie Data/Custom Field Properties.
User 1D field: User ID ]
Format of User ID field: | User 1D only ]

Starting box in chart

() Top of chat (@) Supervisor’s box
() User's box () Box 10V in this field: BoxID

[ Allow users to drill up from starting box

< Back MNext > Cancel Help

Figure 15.

With manual authentication, when a user accesses a chart, OrgPublisher prompts her
for her user ID and password. If they enter a valid user ID and password,
OrgPublisher opens the chart at the starting box defined by the publishing definition.

Security

Please enter your user ID and password,

Lser ICn I
Password: I

Ok I Cancel |

Figure 16.

16
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EChart Thin Client Security

EChart Thin Client Security works in the same manner as Rich Client, with one
important exception. With Thin Client security, you must manually login to access
the chart, even when using Microsoft Active Directory® authentication.

If you don’t want to be prompted for your user ID and password perform the
following:

Note: The Web server must be running 11S. EChart thin client security does
not work with Apache Web Server.

1. Click the Start button on the taskbar, select Programs, Administrative Tools,
and Internet Information Services.

The Internet Information Services window opens.

£ Intemnet Information S ervices

51104 (locd computer)

e |
Figure 17.

Expand the (local computer) entry.
Expand the Web Sites, and Default Web Site entries.
Right-click ECharts and select Properties from the context menu.

PON

The ECharts Properties dialog opens at the Directory tab.

17
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5. Click Create.
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echarts Properties IEIE\

Directory | Documerts | Directory Security | HTTP Headers | Custom Emors | ASP.NET
When connecting to this resource, the contert should come from
() The designated directory

() A redirection to a URL

Local Path \

[ Script source access Log visits

Read Indes this resource
[ wirite

[ Directory browsing

Application Settings

Application name

echarts | [ Remove ]

Starting point: <Default Web ..\echarts
Execute Permissions: Scripts and Executables v

Application Protection: | Low (IIS Process) ~

[ ok [ cancel [ ooy ][ Hep

Figure 18.

Scenario Examples

The Application Protection and Application name fields become available.

6. Select Low (11S Process) for Application Protection.
7. Click the Directory Security tab.

The Directory Security tab opens.

echarts Properties

Directory || Documents | Directony Secunty | HTTP Headers | Custom Emors | ASP NET

Anonymous access and authentication control

l Enable anonymous access and edit the

authentication methods for this resource.

IP address and domain name restrictions

8

Secure communications

Require secure communications and
enable client certificates when this
resource is accessed

[ ok [ cence | Ay | Heb

Figure 19.

8. Click Edit in the Anonymous access and authentication control section.

The Authentication Methods dialog opens.

18
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Authentication Methods

[] Anorymous access
Mo user name-/password required to access this resource.

Account used for anonymous access:

User name: | |

Password: | |

Authenticated access

For the following authentication methods, user name and password
are required when

- @nonymous access is disabled, or

- gocess is restricted using NTFS access control lists

[ Basic authentication (password is sent in cleartex)

Integrated Windows authentication

[ QK ] [ Cancel ] [ Help ]

Figure 20.

Clear the Anonymous access check box.

Set the Integrated Windows Authentication check box.

Scenario Examples

Click OK to close the Authentication Methods dialog. Click OK again to close the

EChart Properties dialog.

Close the Internet Information Systems window.

19
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Selecting Role-based Toolbars

If you publish an EChart rich client, you can secure role-based toolbar buttons based

on groups.

Note: If your chart contains only one group, the lock icons are automatically

disabled.

1. Create any groups needed to secure toolbar buttons.

2. Create a publishing definition for an EChart rich client after selecting the
Advanced Mode option in the Publishing Wizard.

3. When you reach the toolbar button selection dialog, open locks appear to the left

of each securable button.

4. Click on the lock to display security options.
5. Right-click on the lock to display the available groups. Click to select individual
groups or click on (Select all groups) to include all group results.

I

earch”
point®
Char”

i 0 T G

lenal
Groups that can use Print
Everyone
(5elect all groups)
{Unselect all groups)
/ [;:Management Team

Ehar

ith

at
hin

he
o
lexi

it & [v] Reset Style

& [v] Chart Layout®

Flug
ricgkit

Figure 21.

6. After selection, the lock appears closed and the button displays a green filled
check box indicating that it is available for the restricted viewing audience.

Select the toolbars and buttons vou want enabled.

Style selectar

M ain taolbar

& [¥] Save as

£ [¥] Copy®

£ [¥] Gota top®

& [V] Search

& [¥] Toolbar search®
P ;

Status har

# [=] Frint

5 [E] Prirt preview®

& ¥ set top ot chart

& [¥] Display whole chart
& [v] Drilling ondaff
Pt

Figure 22.

Only users who are in the selected groups have access to the locked buttons
when they access the published EChart.

20
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EChart — Field Level (Role-based)

Security Scenarios

EChart security also provides field level security. Field level security allows users to
view information based on whether or not they are a member of a particular group.

For example, if you have a chart with salary information, you may want members of

only the HR group to see the salaries. In such a case, use OrgPublisher to define a

group called HR, based on whatever criteria in your data determines who is a

member of HR. All other users are not members of HR.

The following chart shows two custom fields displayed: Salary and HR.

Management
Chigf Executive Ctficer
. -
salary; $200,000.00
hir: 1
Support Staff
Executive Assistant -
H HE
Sue Johnzon
salary; $35,000.00
hr: 1
h |
[ 1
Finance Information Sales
WP - Finance ystems Sales Manacer
Luke Franklin T Manager Mary Smith
salary: $65,000.00 Mike Gikson salary: $60,000.00
hr: 1 zalary: $70,000.00 h: 1
hr: 1}
Accounting Accounting Sales Sales
Accountart Accourtart Cperstions Informstion Systems Sales Person Sales Assistart
Penny Williams Pam Wilzon Operations Metwiork Technician San Jones T '
salary. §35,00000 salary: §35,000.00 Mark Dallas Jim Houston salary: $50,000.00 : salary. §30,000.00 !
ht: 1} hr: a salary: $65,000.00 salary; $50,000.00 hr: o A 0!
ht: a hr: ol |ttt
Sales Sales
Sales Support Sales Person
Sally Haztings T Martha Wiagner
salary: $35,000.00 salary: §35,000.00
hr. 1} hr: ]
Sales
Sales Assistant
Jane Hamittan —
salary: $35,000.00
hr. 1}
Figure 23.

The HR custom field indicates whether or not the person is a member of your HR

group (1=yes; 0=no).
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Using Groups to Create Field Level Security

Using OrgPublisher’s Group Editor dialog, you can search for and create a group. In
this example, from the previous chart, there are four people that qualify for the HR
group.

1. Save the group as HR.

| [Dptional) Categony: =  This is the advanced group
defintion ediior. Here you

| GroupMame: HR can view and edit the
contents of a groug
& Add 3 Remove # Move Up 4 Move Down  defndion, You can also
recrder the components of
AndiQr  Search Field Compare Walue Malch Case the group
Job Tile: =4ny Partof Fizd HR Ho
A simpler way fo creabs a
group is to refine & search
with the search dialog and
then click “Save a3
Growp”
Displayed image lor paopls in this gioup 7 Lange icons
e ’ [Hone] * @ Smal icont
Hide thiz group in publizhed chait =
Justselection [ SeschMow | [ Save | [ Savehs. || Cancel |
Hame: Joib Tithe: Box Tibe: i
* Lyle H June HR Manager Human Resources i
& Gregary R O'Ma._. HR Web Manager et Team 3
& Candy H Sams HR Specialsl Human Resources
& David Smith HR Specialst Human Resources o
L L) | 1 3
| & peaple found |
Figure 24.

2. Close the Group Editor dialog and select Custom field properties from the Data

menu.
Custom Fiekd Properties NN — | ey ——
e
Field label | Type Cale Field Population Assigned To sample Seq. +
Hired: Date All Position 20020824 20 |= |
. Degree: Text All Position BA 2081 |

|| University: | Tt J Ihlﬂmm University of Kentucky 22_
‘Gender: Text All Pogition Types | F 3 |
Ethnicity: Text All Position African American 28
State Text All Position WA 25 |
Country: Text All Position USA 26 i

1+ | Samry: | Currency All Position Types | 32000 27 |
PayGrade: Text All Position T ca 3 |
FTE: Numeric ‘All Position Types | 1 29 |
ExemptStatus: Text All Position E 30
Birthdate: Daie All Position 19610829 3

|| Est Relirement Date: | Date All Position Types | 20260223 E2
| annmmnes- Tawt Al Dhaitinm Tunas Dusgirn E2E

< | I | 3
| Inset || Delete || Fomat | [Hotspot Attachment | | Formda || Secuiy | [View secuity summay| [ SearchPioperties |
Diag and Dirop for All Position Types | Do || appy |
Figure 25.

3. Select the Salary field by clicking its gray row selector button.
4. Click Security.
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The Security dialog opens.

Options for s=cure ECharts

Thia fiekd should be viewable in:
) Entire chart

@ User's bow and subordinates
7 User's subordinates only

wlﬁlmhﬁrldhbc:mdl#tnhmdnmrdhm&m.ﬂﬂma
fisld non-searchable does not hide the fisld in the chart and other views.

Fields can be secured based on the user's place in the hisrarchy.

Fields can be secured based on a group that the user belongs to, This field
should be viewabls only by users who are in this group:

OrgPublisher Published Chart Security Guide
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15t Candidates
Fields 2nd Candidates
of a ¢ 3rd Candidates

Figure 26.

the recards of members

ariteria are satisfied, For
lpardinates and group 'x', the
bre wihia &re ingroup .

[ o ][ conee

5. Select the Allow this field to be searchable check box.

6. Select a visibility for the field: the User’s box and subordinates, or for the
User’s subordinates only (selecting Entire chart will not hide the field).

7. Select HR from the drop-down list (selecting Everyone will not hide the field).

8. If you want to secure fields so that they are only visible in the records of the
selected group, click the down-arrow and choose HR.

Dpiions for secure ECharts

This field should be viewable in:
() Entire chart
@ Lser's box and subardinates
() User's subordinates only

| —ﬂmhﬂhhmﬁﬂnhm&dﬂmwhﬂdﬂdﬁg Making &
ran-searchable doea not hide the field in the chart and ather viess.,

Fialds can be secured basad on the user's place in the hierarchy.

Fielde can be secured based on & group that the user belongs to. This field
should be wewable oniy by users wha are in this group:

(=

]
-
J

of & certain group:

Fields can be secured so that they're only visible in the records of members

Figure 27.

fst Candidates
Malte 2nd Candidates criteria are satisfied. Far
axan Ird Candidates and group ', the:
field  Everyone who are in group v,
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9. Click OK to close the Security dialog, and then click Close in the Custom Field
Properties dialog.

In this scenario, Mike Gibson is not a member of the HR group. When he views
the chart, he does not see salary information.

Management

Management

Chief Executive Officer

Mathewy Austin
hr: 1
Support Staff
Executive Assistant -
N HR
Sue Johnson
hr: 1
v
[ 1
Finance Information Sales
WP - Finance Systems Sales Manacer
Luke Franklin IT Manager Mary Smith
hr: hike Gibzon hr:
| hr: 0 |
L/ | Y|
|
Figure 28.

Mary Smith is a member of the HR group. When she views the chart, she sees salary
information. Note that she sees it throughout the entire chart. This is because when

we set the security options in the Custom Field Properties dialog, we set the option
to Entire chart.
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Management

10.
11.

12.
13.

Management
Chief Executive Officer
Matheswy Austin
zalary: $200,000.00
hr: 1
Support Staff
Executive Assistart -
H HR
Sue Johnzon
=alary: $35,000.00
hr: 1
hd
[ 1
Finance Information Sales
%P - Finance Systems Sales Manager
Luke Franklin IT Manacer Mary Smith
sakary: $i6:5,000.00 ike Gibson salary: $60,000.00
hr: 1 salary: $70,000.00 hr: 1
| hr: 0 |

L/ ﬁ L/

Figure 29.

Now we will limit Mary to seeing salary information for her and her subordinates

only.

Open the Custom Field Properties dialog and select the Salary field.
Click Security.

The Custom Field Security dialog opens.

Custom Field Security - g

o Mow this field to be searchable in the search view and the search dialog. Making a
fiedd non-searchable does nat hide the field in the chart and other views.

Opbans for secure ECharts

Fields can be secured based an the user's place in the hierarchy.
This field should be viewable in:

Entire chart
@ User's box and subordinates |
User's subardinates anly |

Fields can be secured based on a group that the user belongs to. This field
should be viewable only by users who are in this group: |

[Everyone -

Fieids can be secured so that they're onfy visbie n the records of members |
of & certain group:

|Everyone -/

MNote: Fiekds will be visbie only when all of the ahave criteria are satisfied. For
example if a field is set to display for the user's subordinates and group ', the |
fiekd will orily be visible in subordinate boxes of users wha are in group ',

Figure 30.
Select the Allow this field to be searchable check box.
Select User’s box and subordinates.

Click OK to close the Custom Field Security dialog, and then click Close in the
Custom Field Properties dialog.
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Now when Mary views the chart, she sees salary for only her and her subordinates,

as shown in the following figure.

b

Arrounting

Accouninn]
Fenny Willans
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Management
Chiaf Exesative Offcer
Mathew Austin
he 1
Support Hall
Euopitvn Azsigiond -
e
Sum Jobrwon
L3
|
hd
1
Finanes Infarmation Sales
VP Finmns Sysioms [OrpTm—
Luk# Fransin 11 Mansasr Mary Smdh
1 M Gison selary.  PE000000
hr o 1
Accourting .
Operations ndormation Systems Seles i Sales
Pamieon oersikng Network Technician Saes Barson Salap Apsistet
o . ] Mark Dallas i Houston Bam Jores | M. i e
'] . sabary. 350,000 00 salwy. $30.000.00
b, 1] b 0
Soies Sokes
Swes Suppon s brson
SalpMatings [ Mathavisger
aabey  $3S000| | |sseee  $3500000
hr o ke o
Saes
Jane Harrlflon -~
sulary.

Figure 31.

¥35,000.00
o
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With OrgPublisher 7 and later, EChart Rich Client security provides style based
security. Style based security allows users to view different styles based on group
membership.

EChart Style Security

For example, if you have a chart with salary information, you can create a style that
shows only the salary information. Using the same scenario as in EChart — Field
Level (Role-based) Security Scenarios above, you can set the HR group to view a
style called Secure. Users in the HR group can then see the Secure style, while
users not in the HR group cannot see that style.

To configure style based security:

1. Open the File menu and select Styles.

2. Select the style in the upper pane that you want to restrict.

3.

The Styles dialog opens.

Styles =
Flanning Claze
Sz
Language Skils Mew

Heees

Far sacune rich ECharks, styles may be secured bo a group. Please |

select the group that pou want to be able o view this shie.
IEvemma

Note: Plaame use caution when secuing shplee All chart viesars

must be able to see at least one style.

Figure 32.

In the lower pane of the dialog, select the group from the drop-down list that can
view the selected style in your secured rich EChart.

e =

Plarning [ Gl |
Saler
| | Language Skil: New
Delete |
Notes
For sacure rich ECharts, stples may be secured bo a group. Please
suiect the group that pou want to be able to view tis styie.
[Eseivane -]
Everyane
Tt Candlabes
2nd Candidates
d Candidates
i High Peslosmes
N High Potenitial
Potential

]
Speakz ladian
Speaks Japaness

Spesks Potuguese
Spesks Flussien

§Esaks Spanish

Figure 33.

27



OrgPublisher

4. Click Close.
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Mike Gibson is not a member of the HR group. When he views the chart, he sees
only the Normal style, not the Secure style, as shown in the following.

EChart Style Security

rgPublisher

B E‘ PFlanning =h @ E ﬁ 4 Seach ,ﬁ'

flavers

|4 a[A]zlevers [+] G 1002

[+

| ® Help

Styles View =

[=) Marmal

phone:

Information
Systems

IT Manager
Mike Gibson

102

I—I—\

Operations

Operations
hark Dallas
phane: 103

Informstion Systems

Metwork Technician
Jim Houston
phione: 107

Information Systems

| Levels shown: 2

Figure 34.

| Shown head count: 3

Mary Smith is a member of the HR group. When she views the chart, she sees both
the Secure style and the Normal style as shown in the following chart.

OrgPublisher

B & Planning = Ed 5 @ seach 4

|4 a[A]2levels [+] @ [100x

| M ‘ ? Help
Secure Group: H
| Styles View 4
[=) Marmal
(&) Secure
Sales
Sales Manader
Mary Stith
hr: 1
salary: 60000.00
phone: 105
I
S S 1 T 1
Sales Sales Sales Sales Sales
Sales Persan | Gales Assistant Sales Support Sales Person Sales Agsistant
Sam Jones v Mariz Gonzaies 1 Sally Hastings Martha Wagner Jane Hamilton
hr: o ihe ol b o |wr o ke il
salary: £0000.00 1 salary: 30000.00 salary: 35000.00 salary: 35000.00 salary: 3500000
phone: 106 1 phonge: 16 1 phone: 110 phone; 11 phaone; 108
| Levels shown: 2 | Shown head count: 5 | I
Figure 35.
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OrgPlan Security (OrgPublisher
Premier)

With OrgPublisher premier, you can work with web-enabled what-if planning charts.
OrgPlan provides the ability to create and share organizational models. These charts
contain separate menus from the standard published charts.

When a chart is published in OrgPublisher Premier with the OrgPlan feature

enabled, end users can open the PluginX or EChart rich client chart and create a new
Organizational modeling or Succession planning chart, or work with existing OrgPlan
charts. The following figure indicates the Publishing Wizard dialog where the OrgPlan

options are selected.

Publishing Wizard ———
The OrgPlan feature allows managers to make modfications to aneas of 2 Vhan you enable web-nased
private version of the chart and then submi & it of changes OrgPlan, your published chart

iditional Planning
& toolbar

o

Enable Orgarizational Planning
then save a char |
Enable Suscessin Flarring rens a3 |

Figure 36.

Selecting either (or both) Enable Organizational Planning or Enable
Succession Planning opens the Planning Charts dialog in the Publishing Wizard.

This dialog allows additional selections, including password security.
X4

Publizhing Wizard —

Plarming charts can provide a history of revisions for each chart as well as
the user |0 and, # provided, & comment from the user.

o | Enable revision history

You can requine that users passward protect their plarning charts:

\
Require that all planning charts be password protactad

“fou may show a visual indcator in the chart for bowes that have been
added, moved or edied

+ | Shaw visual ndicator for changes

Sel defaut cptions for change repat, |

Figure 37.

VWhen you enable the end user
10 creats & revision histary, the
login name and time of revision
are recorded. In additian
comments, If ente
recorded

Requiring & pasaw
planning chari pdd
predestion 1o yaur plar
PrOCess

options for change repar.

[ Canca | Help
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Select whether or not users are required to use a password on any planning charts
initiated by a user.

If you do not select this option, then setting a password for the OrgPlan chart is
optional for the user creating or saving the chart.

Once you publish the planning-enabled chart, the following figure shows the Create
New Planning Chart dialog.

a'%. MNew Organizational Planning Chart £

You are abput to ceate a new organizational planning chart.
‘You can use the chart to perform modeling of your corporate
hierarchy,

This chart will ndude boxes from ‘Russel Heis - Pacfic Eastern’
and dewn.

Please enter & name for the new organizational planning chart:
OrgPlan for Russell Heis - Paofic Eastern

Options
Password protect this chart

¥ Create a shortout to the dhart on my Windows: desktop

| Create and editchart || Cancel

Figure 38.
The Password Protect This Chart option is available, which will require that this

chart have a password. Once created, OrgPublisher prompts anyone attempting to
open this planning chart for a password.
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Securing OrgPublisher Executive for
Apple iPad

When publishing employee data to OrgPublisher Executive, you can assign a PIN to
access the application, require users to enter passwords and user IDs, and use the
securing custom fields option in the OrgPublisher Custom Field Properties dialog.

Additionally, in the Publishing Wizard dialog noted below, securing the employee
data published to iPad includes:

e Require PIN - requires users type your designated PIN that matches the PIN
you enter in the OrgPublisher Executive Settings dialog

e Chart - User enters user ID and password - requires users type assigned user
ID and approved password

e Allow user to cache password - allows users to set their iPad to remember
their password if you have enabled that option in the OrgPublisher Executive
Settings dialog

Security Options

Selecta chart security option
Securing your org chart protects

(®) Unsecured - All users can view the enfire chart sensitive information from being read
by unauthorized individuals.

["Require PIN
'You may control who can access

() Chart- User enters user ID and password. the org chart, and what portion of the
hierarchy each user can view.

Allow userto cache password
To restrict access at the custom
FresiamiEe field level, visit the Custom Field Edit
Dialog via the menu item
User D field Data/Custom Field Properties

You may also require a sync after a
specified interval, as an additional
Top of chart ®) Supervisor's box security measure

Sync data starting at

User" lv) i
User's box To optimize performance you may

choose to limit the number of
records and levels that may be sent

Maximum Number of recards to syne to iPad 20000 = to the client during a sync.

Maximum Number of levels to sync to iPad Alllevels v

Require w | sync every |15 : days.

< Back Cancel Help

Figure 39.
In addition, OrgPublisher Executive uses the Apple® Keychain® security mechanism

to store settings and user credentials. Data downloaded during the sync process is
stored in an encrypted database on the iPad unit.
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